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Confidential
The recipient of this request hereby agrees that the material contained herein is "Confidential Information" of IndusInd Nippon Life Insurance Company Limited (Formerly Known as Reliance Nippon Life Insurance Company Limited) hereinafter designated as “INLIC”. The recipient agrees that it shall only use the Confidential Information for the purposes of responding to the request contained in this RFP, and for no other purpose whatsoever.  Recipient further agrees that it shall not disclose any such Confidential Information to any third party and that it shall use the same degree of care to avoid disclosure or non-permitted use of such information as it would employ with respect to its own extremely important confidential information, but in no event less than a reasonable degree of care.  
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[bookmark: _Toc109221879]1) Introduction
IndusInd Nippon Life Insurance Company Limited is amongst the leading private sector life insurance companies in India. The company is one of the largest non-bank supported private life insurers with over 10 million policyholders, a strong distribution network of 713 branches. 

[bookmark: _Toc109221880]2) Purpose
The purpose of this RFP is to inform potential Vendors of a business opportunity and to solicit proposal for Consultancy Services for the Design and Implementation of DPDPA Compliance. Based upon the review and evaluation of proposals offered in response to this RFP, INLIC may at its sole discretion negotiate and enter into contracts with shortlisted vendor/Vendors Notwithstanding any other provision herein, vendor’s participation in this process is voluntary and at vendor’s sole discretion. 

[bookmark: _Toc109221881]3) INLIC / Process Requirement		
Mentioned below is the detailed requirement 



[bookmark: _Toc109221882]4) Company’s Obligations		
The submission and receipt of proposals does not obligate INLIC in any way and this is only an invitation to an offer and does not bind INLIC legally. INLIC shall not be liable for any costs incurred by Vendors in the preparation, presentation or any other aspect of the proposals received by reason of this request, nor is the INLIC obligated to negotiate separately with any sources whatsoever in any manner necessary to serve Bidder's best interests. INLIC makes no representation, implied or express, that it will accept and approve any proposal submitted. Any and all Contracts which result from this RFP shall be non-exclusive, non-commitment, as-ordered agreements. INLIC shall also not be responsible for any damages, including damages that result from, but are not limited to negligence. INLIC will not be held responsible for consequential damages, including but not limited to systems problems, inability to use the system, loss of electronic information etc.

[bookmark: _Toc109221883]5) Proposal Terms & Conditions		
[bookmark: _Toc215654227][bookmark: _Toc109221884]5.1 No Liability on INLIC 
Vendors waives any right to claim damages of any nature whatsoever based on the selection process, final selection, and any communications associated with the selection. INLIC reserves the right to award the Contract to the Vendor(s) whose proposal is deemed to be the most advantageous in meeting the specifications of the RFP. In addition, INLIC reserves the right to add or waive any requirements contained in this RFP at its sole discretion with regard to proposals submitted. INLIC’ decision on award of Contract shall be final and binding on all the vendors. INLIC shall be at liberty to cancel the RFP / online reverse auction process at any time, before ordering, without assigning any reason. The final selection shall be made at the sole discretion of INLIC, the reasoning of the decision shall not be subject to any disclosure, and Vendor shall have no claim, or right over the same. Vendor’s participation in the RFP process shall be deemed to be an acceptance of all the conditions therein, including the waiver of any legal right available to the Supplier to the extent of the selection made by the INLIC.
[bookmark: _Toc109221885] 5.2 Confidentiality
The terms of this RFP, the information provided by INLIC herein and all other information provided to vendor in connection with the services offered to be provided by the vendor pursuant to this RFP, are to be treated by vendor as strictly confidential and proprietary. 
[bookmark: _Toc109221886]5.3 Third-party Contracting
This RFP is being issued to individual vendor. It is not INLICs intention to enter into negotiations or agreements with vendor chains (unless otherwise requested to do so). Vendor in receipt of this RFP must not forward to a sister concern within the same chain. 
[bookmark: _Toc109221887]5.4 Cost for Bidding
The Vendor shall bear all costs associated with the preparation and submission of its proposal. INLIC will not be responsible or liable for these costs, regardless of the conduct or outcome of the selection process.
[bookmark: _Toc109221888]5.5 Acceptance of proposal
This RFP is not a contract offer by INLIC.  A vendor’s response to this RFP does not bind INLIC in any way. This RFP is not intended by the INLIC to replace or substitute final definitive agreement to purchase products or services. However, in the event of the final selection of any Vendor, at the conclusion of RFP process the INLIC shall execute final definitive Agreement / PO / MOU/LOI/LOE with such Vendor.
[bookmark: _Toc109221889]5.6 Evaluation & Selection
Vendor's proposal shall be valid for ninety (90) days from the date of Vendor's submission. Price may or may not be the determining factor in Vendor selection process.  The award may be made to the Vendor(s) whose proposal(s) is (are) determined to be of highest value in terms of quality and price.
INLIC reserves the right to request the Vendor(s) to demonstrate that adequate skills, equipment are available for delivery of services
INLIC reserves the right to negotiate specific terms with the preferred vendor prior to agreement of a final arrangement resulting from this invitation.
INLIC reserves the right to request any additional information that it deems necessary in order to make a decision on any proposal.
Any proposal not supported by the information requested in the RFP, or not complying with the RFP requirements, may not be considered.



[bookmark: _Toc109221890]5.7 Acceptance
All the terms & conditions of this RFP shall be deemed to be accepted by the vendor. Acceptance of the proposal means the vendor has the expertise & the technical ability to perform the activity as desired by INLIC. The Supplier shall also post selection by the INLIC at the conclusion of the RFP process shall sign and execute Service Level Agreement if required or acknowledge the PO issued by INLIC  
In the event of vendor not meeting the desired levels of expertise/technical ability, INLIC has the right to disqualify the vendor from the contract awarding process.
[bookmark: _Toc109221891]5.8 Engagement Guidelines & Terms
Vendor shall adhere to the key terms as mentioned 
1. Declaration that the Database of the Vendor is situated in India as required by IRDAI regulations.
2. Declaration if the Vendor has ever been black listed by any Government organization, or any Client Company
3. Declaration that the Memorandum of Association and Article of Association of the Vendor Company allows for such an activity to be performed.
4. Right for INLIC to exit in case of change of management control or shareholding
5. Vendor follows the holiday calendar of INLIC and will work during the extended periods during month ends / year ends.
6. "Right to audit:
· INLIC reserves the rights to audit the Vendor as and when required directly or through INLIC designated third parties
· Vendor to also conduct concurrent audits and share the findings with INLIC
· Vendor to provide data for any regulatory reporting or in supporting audit requirements"
[bookmark: _Toc229684226]5.9 Hold Harmless
By submitting a proposal, each Bidder expressly acknowledges and agrees that the Company (INLIC) shall have sole and absolute discretion in the evaluation, interpretation, and selection of proposals. All decisions taken by the Company in connection with this RFP or any related process shall be final, conclusive, and binding on all participants. Each Bidder irrevocably waives any right to raise grievances, initiate claims, or seek damages of any nature whatsoever arising out of, or in relation to, the RFP process, the evaluation of proposals, or any related communications. The Company reserves the right, at its sole discretion, to accept or reject any proposal, to modify, amend, or waive any requirement of the RFP, and to award the contract to the Bidder deemed most suitable. The Company further reserves the right to cancel, suspend, or withdraw the RFP or reverse auction process at any stage prior to contract award, without assigning any reason and without incurring any liability to any Bidder.
[bookmark: _Toc229684227]5.10 Disclaimer of Accuracy
The information contained in this RFP is provided by the Company in good faith based on its current understanding of the requirements and is intended only as a guideline for Bidders. The Company does not warrant the accuracy, completeness, or exhaustiveness of the information provided. Bidders are advised to independently assess and verify all information and form their own conclusions.
The Company reserves the right to modify the scope, processes, or requirements stated in this RFP and may negotiate with one or more Bidders for such revised requirements at its sole discretion, irrespective of whether proposals have already been received.
[bookmark: _MON_1571237453][bookmark: _MON_1582355939][bookmark: _Toc109221892]6) Pricing

Commercial bids shall be solicited only from those Bidders whose technical proposals have been evaluated and shortlisted. The submission of commercial bids will be requested at a later stage, subsequent to the completion of the technical evaluation process.

[bookmark: _Toc109221893]7) Vendor Information
Kindly fill in the attached questionnaire




Also share the below details: 

· Type of entity (Sole proprietor, Partnership (if registered, provide with the Partnership deed), LLP, Private Co., Public Company etc. 
·  Brief profile of the vendor
·  Name of the Sole proprietor, all the Directors, all the Partners, of the vendor



[bookmark: _Toc109221894]8) Contact person for questions and clarifications 
For SOW Query & RFP Responses:

Name				: Abhishek Sawant
Email Id			: Abhishek.Sawant@indusindnipponlife.com
Name				: Venkatesh.S
Email Id			: Venkatesh.Subramaniam@indusindnipponlife.com
Name				: Chetan Sawant
Email Id			: Chetan.Sawant@indusindnipponlife.com

_________ Confidential		1
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DPDPA - ELIGIBILITY CRITERIA / PRE-QUALIFICATION CRITERIA .docx
ELIGIBILITY CRITERIA / PRE-QUALIFICATION CRITERIA 

		#

		Parameter

		Eligibility Requirement

		Supporting Documents



		1

		Legal Status

		The bidder shall be a registered company / LLP / partnership firm duly registered under applicable laws and operational for a minimum of 5 years as on the date of RFP issuance.

		Certificate of Incorporation / Registration.



		2

		Legal Status

		The bidder should hold a valid GST registration and PAN Card.

		Attested copies of documentary proof.



		3

		Information Security Certification

		The bidder should have valid Accreditations mentioned below:

· ISO/IEC 27001:2022 (Mandatory)

· ISO 27701:2019 (Preferred)

· ISO 9001:2015 (Preferred)

		Copies of relevant Certificates.



		4

		Financial Capability

		The bidder must have an average annual consolidated global turnover of not less than INR 100 Crores during the last 03 audited financial years.

		Audited Financial statements / balance sheet / CA Certificate for the respective financial years. 





		5

		Financial Capability

		The bidder should be in operating-profit (EBITDA i.e. Earnings before Interest, Tax, Depreciation & Amortization) during the last 03 financial years, and,

The net worth of the bidder should be positive as on RFP date.

		Audited Balance sheet, Profit / Loss statement of the firm of last three financial years. 

Certified letter from a CA clearly mentioning Turnover, Net profit and Net Worth.



		6

		Experience in Data Privacy & Regulatory Compliance

		Minimum -two (02) year of global experience in data privacy advisory and compliance including GDPR / CPRA / DPDPA or equivalent regulations.

		Purchase Order / Work Order / Work Confirmation / Work Completion certificates to be submitted.



		7

		Experience in Data Privacy & Regulatory Compliance

		The bidder should have experience of execution of at least 2 enterprise-wide data privacy implementation assignments for BFSI organizations with AUM exceeding INR 30,000 Crore.

Out of the above 2 reference, the bidder should have at least one reference pertaining to Indian Insurance sector.

		Purchase Order / Work Order / Work Confirmation / Work Completion certificates to be submitted.



		9

		Manpower Strength

		The bidder should have a dedicated privacy practice and minimum 50 professionals, including at least 10 certified privacy subject matter experts.

Certificates can be any one of CISSP, CIPT, CIPP, CIPM, ISO 27701, ISO 27001 or equivalent certifications.

		Declaration for privacy professionals on company letter head duly signed by the authorized signatory of the bidder.



		10

		Blacklisting

		The bidder should not be blacklisted or debarred by any Government / PSU / Regulatory Authority in India or abroad.

		Self-declaration on bidder’s letterhead.







Note: The bidder who successfully qualifies in the eligibility criteria, only their bids will be subsequently opened for further evaluation.
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Vendor Questionnaire 2022.xlsx
Vendor Questionnaire

		Company Full Name _____________________________

		Company GST Number ___________________________(if applicable)

		Company PAN Number ___________________________

		Sr. No		Mandatory Information Required		Responses		Unit/ Reference		Remarks,if any

		1		Total no. of active employees (PAN India)				Numbers

		2		No. of office locations				Numbers

		3		Location from where activity will be conducted				Text (City)

		4		Company established date				DD/MM/YYYY

		5		Companies no. of years of experience.				In Years

		5a		Companies no. of years of experience in the activity as stated in requirement mail/RFP				In Years

		6		Any Existing Relationship with any Directors/Employees of Reliance Capital or RNLIC				Yes/ No (If Yes, share details in remarks)																																														Yes

		7		Is your organization a related party u/s 188 of Companies Act 2013 ?				Yes/ No																																														No

		8		Is your organization registered under the Micro, Small and Medium Enterprises Development Act, 2006?				Yes/ No

		9		Working / Have worked with RNLIC or any other Reliance ADA group companies. If yes, pls specify				Yes/ No (If Yes, share details)

		10		Has your company signed NDA with RNLIC in the past				Yes/ No (If Yes, share details)

		11		Turnover for last 3 years  - Please mentioned Financial year in remarks column.

				Year 1				In Amount (Last FY)

				Year 2				Previous year 

				Year 3				Pre-Previous year 

		12		Profit/Loss for last 3 years Please mentioned Financial year in remarks column

				Year 1				In Amount (Last FY)

				Year 2				Previous year 

				Year 3				Pre-Previous year 

		13		Outstanding Litigations(if any)				Yes/ No (If Yes, share details)

		14		Any previous experience in BFSI sector				Yes/ No (If Yes, share details)



		15		Your existing client references in below table(Preferably Top clients/ BFSI clients)

		Sr. No		Name  of the organisation (Minimum 3)		Contact person name 		Designation		Contact Number 		Email id 		Approx Annual business value you have received 

		a

		b

		c

		d

		e
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SOW_Design and Implementation of DPDPA.docx
Request for Proposal for Selection of Consultant for Design and Implementation of DPDPA Compliance

A. Framework Design

1. Privacy Framework Development

The consultant shall design, update, and implement a comprehensive privacy framework aligned strictly with the Digital Personal Data Protection Act (DPDPA), covering the full lifecycle of personal data (collection, processing, storage, sharing, retention, and disposal).

The framework shall mandatorily include the following deliverables but not limited to:

a. Privacy Policy (approved, version-controlled, and enterprise-wide applicable)

b.  Consent Management Policy, Procedures, and Standard Templates

c.  Standardized Consent Forms (digital and non-digital formats)

d.  Personal Data Breach Management Policy and Procedures

e.  Data Principal Rights (DSR) Handling Policy and SOPs

f.  Data Retention and Secure Deletion (Purging) Policy with defined retention schedules

g.  Grievance Redressal Policy with defined escalation timelines

h.  Third-Party/Vendor Risk Management Policy (privacy-focused)

i.  Updated Privacy Notice(s) and Cookie Policy aligned with DPDPA transparency requirements

j. Data Principal Rights Management policy

k.  Standardized Breach Response Guidelines (integrated with Incident Response)

l. Data Retention and Deletion Execution guidelines

m.  Standard Contractual Clauses (DPDPA-aligned for processors and partners)

n.  Vendor Privacy Audit Checklist and Assessment Methodology

o.  Defined roles, responsibilities, and reporting obligations of the Data Protection Officer (DPO)

p.  Target Operating Model (TOM) for privacy organization structure with defined reporting lines

q. Privacy Notice and Cookie policies

r.  Data Classification Framework covering personal data, sensitive data (if defined internally), and children’s data

s. Data Minimization and Purpose Limitation control framework with validation checkpoints

t. Encryption & Data Protection Standards (Defining encryption requirements - at rest, in transit & setting up key management, masking, anonymization standards)

All documents must be: version-controlled, legally vetted, mapped to DPDPA provisions, and implementation-ready (not advisory-level).

2. Privacy governance structure –

The consultant shall establish a formal, enforceable governance framework:

a. Develop and establish roles and responsibilities, accountability of the DPO and privacy team to align with the organization’s and DPDP Act’s requirements. 

b. Clear RACI matrix (Responsible, Accountable, Consulted, Informed) for data privacy, governance roles covering all privacy processes.

c. Clearly define audit rights (Internal & External) with enforceable contractual backing and governance structure from DPDP perspective 

d. Establishing KPIs and metrics for privacy program effectiveness

e. Establish board/CXO-level reporting structure, reporting dashboards and escalation protocols for privacy risks

f. Implement and Maintain a formal decision register and escalation governance mechanism



3. Consent management

The consultant shall design and operationalize a fully compliant, auditable consent management ecosystem:

a. Establish and operationalize an organization‑wide consent management framework, including defining policies, procedures, standard templates, and required technical controls applicable across all products and internal business functions.

b. Identify, Map, Document and assess all consent collection touchpoints across products and business units, and support product owners in embedding DPDP compliant consent requirements within their respective customer journeys.

c. Review and assess existing internal tools, systems, and processes to determine their adequacy in meeting the consent requirements prescribed under the Act and associated Rules.

d. Actively suggest and participate in tool demos to help the organization identify best fit as per its processing needs. Provide documented evaluation criteria and actively support tool/vendor selection.

e. Engage with relevant departments and business functions to define, document, and communicate their roles, responsibilities, and accountability in relation to consent management. Define roles and accountability for consent lifecycle management.

f. Support the integration of the consent management platform with internal applications, the organization’s website, data warehouse, and/or central data repositories.

g. Design SOPs and operational mechanisms for issuing notices to customers, as well as for obtaining, managing, and enabling withdrawal of consent.

h. Create and/or update consent collection formats and interfaces, including digital and non‑digital consent forms, in line with regulatory requirements.

i. Prepare detailed requirement documents (BRDs) and assist the organization in vendor evaluation and selection for implementation of consent management tools. 

j. Ensure layered notices and just-in-time consent mechanisms 

k. Enable and ensure multi-language, auditable and accessibility compliant consent interfaces.



4. Privacy Notice Management

a. Review content of organization’s privacy notice across various public facing products/organization’s website or any such platform accessible to public. Conduct a comprehensive review of all existing privacy notices across channels.

b. Draft product-specific privacy notices wherever required.

c.  Ensure implementation of notices at all mandated customer interaction points.

d. Validate compliance with DPDPA transparency and notice requirements.



5. Data Principal Rights Management (DPRM)

The consultant shall implement a fully traceable and SLA-driven Data Subject (or Data Principal) Rights handling system:

a. Design and implement a structured process for managing Data Principal rights, incorporating inputs from relevant stakeholders; review the existing operating model and either enhance it or support the deployment of a new mechanism, as required.

b. Analyze and map personal data processing activities across products and business processes, including the categories of personal data involved, to enable Data Principals to effectively exercise their statutory rights and submit grievances.

c. Develop clear operational procedures to enable lawful exercise of Data Principal rights by an authorized nominee, in accordance with applicable requirements.

d. Draft standardized response templates for each category of Data Principal request to ensure accurate, complete, and timely resolution in compliance with the formats and timelines prescribed under the DPDPA.

e. Define and document a comprehensive RACI framework involving all relevant stakeholders to ensure clear ownership, accountability, and traceability across the Data Principal rights management lifecycle.

f. Define SLA tracking and monitoring mechanisms for DPR requests

g. Implement identity verification controls prior to request fulfillment



6. Processing outside India or Cross Border Data Processing - 

a. Assess and determine whether any personal data is transferred, stored, or otherwise processed outside the territorial boundaries of India.

b. Develop and maintain a comprehensive register documenting all instances of personal data processed outside India, including processing carried out by third‑party processors and service providers engaged by the Organization.

c. Establish a centralized governance and monitoring mechanism to oversee and track cross‑border personal data transfers on an ongoing basis.

d. Evaluate cross‑border personal data processing activities to assess their applicability and permissibility under the relevant provisions of the Digital Personal Data Protection Act and associated Rules.

e. Conduct Transfer Impact Assessments (TIA) in case of large volumes of personal data is transferred outside of India



7. Personal Data Breach Management – 

a. Formulate comprehensive data breach management framework and guidelines covering identification, assessment, reporting, and remediation of personal data breaches in alignment with the requirements of the DPDPA and other statutory reporting obligations.

b. Engage with relevant internal stakeholders to review the proposed framework and guidelines, incorporate feedback, and obtain formal approvals and sign‑off.

c. Design structured internal and external communication strategies to effectively manage communications with employees, customers, regulators, and other stakeholders in the event of a data breach.

d. Define and document an organization‑wide accountability and responsibility framework for data protection, clearly outlining roles during breach prevention, detection, and response.

e. Conduct atleast 4 tabletop simulations annually to help stakeholders identify their respective roles during crisis situations.

f. Define breach severity classification matrix

g. Establish regulatory reporting timeline  and escalation triggers



8. Integration with cybersecurity frameworks (ISO 27001, NIST, IRDAI guidelines).

a. Suggest changes and document the required updates in our Cyber security policy, Procedures, CCMP, incident management, ISMS,etc

b. Ensure traceability between security controls and privacy obligations

B. Data Mapping

1. Develop Data Flow Diagram (DFD) –

a. Identify business functions, departments, systems, processes and assets involved in  personal data handling and processing.

b. Conduct structured stakeholder walkthroughs to map end‑to‑end personal data flows across departments, products, and processes, including supporting applications and infrastructure.

c. Create department‑level personal data inventories capturing each data element across its full lifecycle. including children data field

d. Create data flow diagrams documenting departmental processes, including all sensitive data handling journeys.

e. Mapping data flows outside India, 

f. Evaluating adequacy requirements and contractual safeguards for international

transfers. 

g. Tag and classify personal data across all flows (including children’s data)



2. Records of processing activities (ROPA) – 

a. Identify & Define Parties to Data (i.e. data principal, data owner, Data Processor, Data protection officer, Data Protection Board, etc.) as per DPDP Act

b. Identify the nature of data processing and handling activities at each stage of the business process and classify the associated personal and sensitive data involved. Document processing activities with data classification.

c. Create a Know Your Data framework:

i. Categories of data collected

ii. Source and mode of data collection

iii. Records of data usage and processing activities

iv. Data access and availability controls

v. Purpose and lawful basis for collection (Purpose and Consent Linkage)

vi. Permissible scope, limitations, and consent boundaries for data usage (including data already collected)

vii. Data classification (personal/sensitive/children’s data)

viii. Retention triggers and deletion timelines mapping

ix. Record of data transfers to internal departments and external third parties partners

All data inventories and ROPA outputs must be validated by respective business owners and signed off to ensure accuracy and completeness.

C. Implementation Roadmap

1. Review and Validate existing Gap assessment s i.e. reports, Application DPIA report, roadmaps and identify the missing controls. 

2. Based on the gaps identified in current state assessment and actionable as per defined Privacy Framework and other phases, create an implementation roadmap based on effort and priority matrix.

3. Create an implementation tracker mapped to each observation with further action steps and responsibility.

4. Define priority-based control implementation aligned to risk severity (P1/P2/P3)

D. Training and Awareness

1. Design a comprehensive training program that suits the requirements of the organization.

2. Develop training material/content including emailers, Privacy posters and training deck.

3. Conduct role based tailored training sessions (in-person or virtual) for all the employees of the organization 

4. Designing a data breach response plan/playbook obligation.

5. Simulation exercises for breach scenarios.

6. Guidance on Applicability of Insurance for coverage of penalties (in any)

7. Tailored training modules for different employee groups (frontline, IT, compliance).

8. Establish periodic refresher training governance (annual/bi-annual cycles)



E. Implementation Support

The consultant shall provide hands-on operational and execution support (not advisory only) to the organization to remediate the gaps identified as a part of DPDPA compliance and assist INLIC to be compliant against DPDP Act. The consultant shall not limit activities to advisory and shall be responsible for ensuring actual implementation, configuration, and operationalization of agreed controls.

1. Define the organization’s privacy vision and mission and design appropriate privacy governance frameworks.

2. Provide ongoing operational support to address and remediate gaps identified during the current data privacy assessment.

3. Design and support the establishment of a formal privacy governance structure, including roles and oversight mechanisms.

4. Assist with the implementation and operationalization of business processes that involve processing of personal data.

5. Enable end‑to‑end operationalization of consent management processes across all customer touchpoints, applications, and services.

6. Implement and operationalize mechanisms for handling Data Principal rights requests and grievance redressal.

7. Implement and embed personal data breach detection, response, and management processes.

8. Provide program management (PMO) support for implementation of privacy‑related tools and technologies, 

9. Assisting evaluation of existing security controls, tool and technologies, Assessment and recommendation of technical safeguards (encryption, anonymization, pseudonymization, access controls ,retention etc

10. Translate DPDP Act obligations into system requirements. Document gaps between current insurance systems and compliance needs assessment of any tools require either one time or perpetually, incl data discovery and classification tools,etc

11. Work with IT teams to define integration requirements (APIs, middleware, data discovery tools).

12. Support UAT (User Acceptance Testing) to validate system readiness.

13. Support the planning and execution of periodic data privacy audits. Guidelines for Periodic audits of intermediaries and partners handling PII.

14. Assist in creating, maintaining, and updating data inventories and data flow diagrams to reflect changes in privacy frameworks, processes, or technologies.

15. Conduct periodic Data Protection Impact Assessments (DPIAs) for in‑scope departments, products, processes, and applications.

16. Review and support the drafting or assessment of data processing agreements and contracts from a data privacy perspective. Beyond contract clauses, implement Vendor compliance monitoring program

17. Provide Privacy‑by‑Design and Privacy‑by‑Default support for new initiatives, projects, and product development.

18. Support any additional implementation or operational activities required to comply with the Digital Personal Data Protection Act and applicable government or regulatory guidance.

19. Monitoring & Continuous Compliance Framework by designing privacy dashboards (KPIs/KRIs)  and continuous monitoring of controls 

20. Set up Vendor Risk Lifecycle Management wherein the risk tiering of vendors is done and continuous reassessment and monitoring is conducted.

21. Under the Privacy by Design Integration embed privacy checkpoints in product lifecycle and define DPIA trigger criteria and risk scoring 

22. Set up Data Retention Automation by implementing automated deletion and retention triggers and maintain deletion logs and audit trails 

23. For audit & compliance readiness, establishing an audit evidence repository



F. Compliance Check:

1. Conduct post-implementation self-assessment against DPDPA

2. Support external audit readiness and regulatory compliance validation

3. Provide documented evidence of compliance for all controls implemented



G. Deliverable Standards and Acceptance

The consultant shall provide all deliverables in implementation-ready format, including policies, SOPs, frameworks, dashboards, and technical specifications.

Each deliverable must meet the following minimum acceptance criteria:

· Mapped explicitly to relevant provisions of the Digital Personal Data Protection Act, 2023 and associated rules

· Includes detailed implementation procedures and operational workflows

· Clearly defines roles, responsibilities, and accountability

· Includes version control, document owner, and review cycle

· Supported by templates, formats, and artifacts required for execution

· Reviewed and approved by designated stakeholders (DPO / Legal / Compliance / IT)

Any deliverable not meeting the acceptance criteria shall be revised by the consultant at no additional cost until formal sign-off is obtained.

H. Project Timeline and Milestones

The project shall be completed within an estimated duration of 20–24 weeks (5–6 months) from the date of project initiation, subject to timely availability of inputs and approvals from the organization.



· Phase 1: Assessment and Framework Design (Duration: 4–5 weeks)

· Phase 2: Policy Development and Governance Setup (Duration: 5–6 weeks)

· Phase 3: Implementation and Operationalization (Duration: 7–9 weeks)

· Phase 4: Validation, Audit Readiness, and Closure (Duration: 3–4 weeks)



The above timelines are indicative and may be refined based on detailed project planning. The consultant shall:

· Submit a detailed execution plan with micro-level activities within 7 days of project initiation

· Clearly identify dependencies on business, IT, and third parties



Any delay attributable to the consultant shall result in:

· Mandatory recovery plan

· Impact on milestone-based payments

· Application of SLA penalties



Critical compliance components such as Consent Management, Data Principal Rights Management, and Breach Response Framework shall be prioritized and implemented within the first 12–14 weeks of the engagement.



All deliverables shall include a clear mapping to business processes, systems, and owners to ensure operational implementability and accountability.





I. Service Level Agreements (SLAs) and Penalties

The consultant shall adhere to defined Service Level Agreements (SLAs) across all deliverables, implementation activities, and project governance obligations under this engagement. All SLAs shall be measurable, monitored, and enforceable.

A. Delivery SLAs

a. 100% of deliverables shall be submitted within agreed timelines

b. Any delay in critical (P1) deliverables shall constitute an SLA breach



B. Responsiveness SLAs

a. Acknowledgement of queries: within 24 hours

b. Resolution of standard queries: within 2 business days

c. Resolution of complex queries: within 3–5 business days

d. Escalations: response within 1 business day



C. Quality SLAs: All deliverables must:

a. Meet defined acceptance criteria

b. Be complete, accurate, and implementation-ready

c. Be aligned with DPDPA and applicable regulatory requirements

Deliverables rejected more than two (2) times due to quality issues shall be treated as a major SLA breach.

D. Implementation SLAs

a. Compliance-critical components (Consent Management, Data Principal Rights Management, Breach Response Framework) must be implemented within agreed timelines

b. No critical compliance gaps (P1) shall remain post implementation

c. All dependencies and risks must be escalated within 48 hours of identification



E. Reporting SLAs

a. Weekly status reports: mandatory

b. Monthly SLA and performance dashboards: mandatory

c. Immediate reporting of risks impacting timelines or compliance

The consultant shall ensure that all deliverables and implementation activities are compliant with:

· Digital Personal Data Protection Act, 2023

· Applicable Rules and Government Notifications

· Sectoral regulations (including IRDAI guidelines)

· Information Technology Act and related rules

The consultant shall be responsible for ensuring regulatory alignment and shall remediate, at no additional cost, any gaps arising due to incorrect or incomplete interpretation of legal requirements.

The consultant shall ensure readiness for inspection by the Data Protection Board of India or any regulatory authority, including preparation of documentation, walkthroughs, and evidence required during such inspections.

Upon completion or termination of the engagement, the consultant shall provide full handover of all deliverables, documentation, configurations, and knowledge required to ensure uninterrupted continuity of privacy operations.

Failure to meet SLAs, timelines, or quality standards shall result in penalties as defined below.

A. Delay in Deliverables

· Up to 1 week – 2% of milestone value

· 1-2 weeks – 5% of milestone value

· More than 2 weeks – 10% of milestone value

B. Quality Non-Compliance

· Rework exceeding 10% threshold: 2% penalty per instance

· Deliverables rejected more than twice: 5% penalty

· Repeated quality failures (3+ instances): contract review and potential termination

C. Critical Deliverable (P1) Breach

· Delay or failure in implementing key compliance areas (Consent, DSR, Breach): 5%–10% penalty

· Persistent gaps: escalation to senior management and corrective enforcement

D. Responsiveness Breach

· 1st instance: formal warning

· 2nd instance: 1% penalty

· Repeated breaches: up to 3% of milestone value



E. Penalty Cap

Total cumulative penalties shall not exceed 20% of total contract value, beyond which the organization reserves the right to terminate the engagement.



SLA compliance shall be directly linked to payments. The organization reserves the right to:

· Withhold payments

· Reduce milestone payouts

· Defer payments until remediation is completed



J. Payment Structure

The engagement shall follow a milestone-based payment structure aligned to deliverables, implementation progress, and formal acceptance.

· Phase 1: Assessment and Framework Design – 15% of TCV

· Phase 2: Policy Development and Governance Setup – 20% of TCV

· Phase 3: Implementation and Operationalization – 40% of TCV

· Phase 4: Validation, Audit Readiness, and Closure – 25% of TCV

Payments shall be released only upon:

· Completion of agreed deliverables

· Validation against acceptance criteria

· Closure of review comments

· Formal sign-off by designated authority
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